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(57) ABSTRACT

Calibration for a vehicle electronic control unit (ECU)
includes determining a trigger event configured to initiate a
check for updates to calibration data files of the ECU,
iterating through calibration part numbers present in the
ECU, and accessing, from a memory device in communi-
cation with the vehicle, in response to the iterating, a chain
of parts table in a linked list that maps calibration part
numbers identified in the ECU unit to any subsequently-
issued calibration part numbers. The subsequently-issued
calibration part numbers reflect an index to the updates to the
calibration data files. The calibration also includes searching
the chain of parts table using the calibration part numbers
identified in the ECU to determine a corresponding subse-
quently-issued calibration part number, selecting one of the
updates to the calibration data files using the subsequently-
issued calibration part number from the memory device, and
updating the ECU with the selected update.
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1
VEHICLE ELECTRONIC CONTROL UNIT
CALIBRATION

FIELD OF THE INVENTION

The subject invention relates to vehicle electronics and,
more particularly, to vehicle electronic control unit calibra-
tion updates.

BACKGROUND

In order to update electronic control unit calibrations for
a vehicle, a vehicle owner typically visits a dealership, and
a service technician couples the vehicle to a remote server
that provides information to the electronic control unit
(ECU) for performing the update. Unlike simple software
updates, which can be implemented by the vehicle owner at
home using local media, calibrations can involve a signifi-
cant number of variations. These variations may be due to
customers’ choice of features from the options available,
variations among ECUs for different configurations, country
of operation of the vehicle, varying operational languages
possible in the vehicle, add-on features from after market
sales, ability to suppressed features under development, etc.

On the other hand, there are manageable variants of
application software for an ECU, as one application software
configuration may execute in many vehicle configurations.
Generally, application software and calibrations are identi-
fied in the configuration management system by their unique
software part number—identical with their file name. Each
bundle of calibrations meant for one configuration of an
ECU variant has its associated matching application soft-
ware. It is imperative to select the correct calibration, as
software without a matching calibration meant for incorrect
vehicle configuration will malfunction.

A remote server is better equipped to store and search
from a large number of matching calibrations and applica-
tion software. Even though it is possible to update applica-
tion software for a current configuration using local media,
a connection to the server and visit to the dealership is
required to select the matching calibration.

Accordingly, it is desirable to provide a means for pro-
viding updates to calibrations for a vehicle without requiring
a visit to the dealership or service provider.

SUMMARY

According to an exemplary embodiment, a method is
provided. The method includes determining, by a computer
processor in a vehicle, a trigger event configured to initiate
a check for updates to calibration data files of an electronic
control unit of the vehicle. The method also includes iter-
ating through calibration part numbers present in the elec-
tronic control unit and accessing from a memory device in
communication with the vehicle, in response to the iterating,
a chain of parts table in a linked list that maps calibration
part numbers identified in the electronic control unit to any
subsequently-issued calibration part numbers. The subse-
quently-issued calibration part numbers reflect an index to
the updates to the calibration data files. The method further
includes searching the chain of parts table using the cali-
bration part numbers identified in the electronic control unit
to determine a corresponding subsequently-issued calibra-
tion part number, selecting one of the updates to the cali-
bration data files using the subsequently-issued calibration
part number from the memory device; and updating the
electronic control unit with the selected update.
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According to another exemplary embodiment, a system is
provided. The system includes an electronic control unit
disposed in a vehicle, a computer processor communica-
tively coupled to the electronic control unit, and logic
executable by the computer processor. The logic is config-
ured to implement a method, the method includes determin-
ing a trigger event configured to initiate a check for updates
to calibration data files of the electronic control unit, iter-
ating through calibration part numbers present in the elec-
tronic control unit, and accessing from a memory device in
communication with the vehicle, in response to the iterating,
a chain of parts table in a linked list that maps calibration
part numbers identified in the electronic control unit to any
subsequently-issued calibration part numbers. The subse-
quently-issued calibration part numbers reflect an index to
the updates to the calibration data files. The method also
includes searching the chain of parts table using the cali-
bration part numbers identified in the electronic control unit
to determine a corresponding subsequently-issued calibra-
tion part number, selecting one of the updates to the cali-
bration data files using the subsequently-issued calibration
part number from the memory device, and updating the
electronic control unit with the selected update.

According to a further exemplary embodiment, a com-
puter program product is provided. The computer program
product includes a computer-readable storage medium hav-
ing instructions embodied thereon, which when executed by
a computer processor disposed in a vehicle, causes the
computer processor to implement a method. The method
includes determining a trigger event configured to initiate a
check for updates to calibration data files of an electronic
control unit of the vehicle, iterating through calibration part
numbers present in the electronic control unit, and accessing
from a memory device in communication with the vehicle,
in response to the iterating, a chain of parts table in a linked
list that maps calibration part numbers identified in the
electronic control unit to any subsequently-issued calibra-
tion part numbers. The subsequently-issued calibration part
numbers reflect an index to the updates to the calibration
data files. The method further includes searching the chain
of parts table using the calibration part numbers identified in
the electronic control unit to determine a corresponding
subsequently-issued calibration part number, selecting one
of the updates to the calibration data files using the subse-
quently-issued calibration part number from the memory
device, and updating the electronic control unit with the
selected update.

BRIEF DESCRIPTION OF THE DRAWINGS

Other features, advantages and details appear, by way of
example only, in the following detailed description of
embodiments, the detailed description referring to the draw-
ings in which:

FIG. 1 is a system upon which calibration processes may
be implemented in accordance with an embodiment of the
invention; and

FIG. 2 is a flow diagram describing a process for imple-
menting calibration processes on an automotive network in
accordance with an embodiment.

DESCRIPTION OF THE EMBODIMENTS

The following description is merely exemplary in nature
and is not intended to limit the present disclosure, its
application or uses.
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In accordance with an embodiment of the invention,
vehicle updates to calibrations for an electronic control unit
using resources provided in local storage are provided.
Alternatively, updates to calibrations may be realized
through off-board retrieval of calibration information, such
as through wireless networks. The vehicle calibration pro-
cesses enable calibration updates for calibration data files of
electronic control units for a vehicle without having to
require assistance from a dealership or service entity.

Turning now to FIG. 1, a system 100 upon which elec-
tronic control unit calibration processes may be imple-
mented will now be described in an exemplary embodiment.
The system 100 includes electronic control units 102a-102x
(collectively referred to as electronic control units 102) and
a storage device 104 communicatively coupled to a serial
data bus 106 (also referred to herein as “bus™). The coupling
of the electronic control units 102 to the bus 106 may be
facilitated via corresponding transceivers. In an alternative
embodiment the bus 106 may be a parallel bus or other type
of connection.

The electronic control units 102 may each include one or
more microprocessors and memory. The electronic control
units 102 utilize the microprocessors to process inputs from
devices (e.g., inputs may be for Wi-Fi, Bluetooth™ (profiles
for personal area networks, dial up networks, and serial
ports), web requests, human-machine interface inputs, etc.
(not shown)), and to convey this information to vehicle
components, such as other electronic control units 102 or
modules in the vehicle according to their respective func-
tions, which then take appropriate action. Devices may
communicate data through corresponding electronic control
units 102 which in turn, send the data over the bus 106 via
a transceiver. Other electronic control units 102 can read
messages based on the message identifier contained in the
data packets that make up the message.

The electronic control units 1024-1027 each execute
corresponding logic 1084-108#% (collectively referred to as
logic 108) for implementing the calibration processes
described herein. In an alternative embodiment, a central
controller (not shown) including hardware and logic cir-
cuitry may be used to implement the logic 108 and com-
municates with each of the electronic control units 102 to
perform the calibration processes. The logic 108a-108% may
be stored in corresponding memory devices 1094-1097. The
electronic control units 102¢-102z are communicatively
coupled to the respective memory devices 1094-109%. Each
electronic control unit 1024-102# is calibrated with a set of
calibration bundles 111a-111# that, in turn, includes calibra-
tion part numbers for which the electronic control unit is
calibrated. These calibration part numbers are stored in the
memory devices 109a-109n, respectively. Calibration part
numbers refer to identifiers for software files (also referred
to as calibration data files) used to perform calibration
updates.

The bus 106 may be implemented using any type of
network configuration. For example, in one embodiment, the
bus 106 may operate using standard protocols, such as
controller-area network (CAN) protocols. By way of non-
limiting examples, the bus 106 may be implemented as a
single wire or may be two wires or other protocol, such as
Ethernet or Media Oriented Systems Transport (MOST),
that transmit data packets in the form of messages from one
electronic control unit 102 to another and to other desired
vehicle components, or may be implemented using any
number of wires (e.g., a parallel bus). The bus 106 may be
implemented in a multiplexed wiring fashion in which
specified microprocessors consolidate inputs and outputs
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from multiple sources within a designated area of the vehicle
(e.g., driver side door section including power window,
power locks, driver side side-view mirror, etc.). In other
non-limiting examples, the bus 106 may be implemented
using coaxial cable or fiber optic cable, or may be imple-
mented wirelessly using radio frequency signaling. It will be
understood that the bus 106 may be implemented using any
network topology known in the art, such as star, linear, ring,
mesh, etc. The electronic control units 102 and bus 106 form
part of an automotive network on a vehicle.

The microprocessors of the electronic control units 102
and other networked modules in the vehicle may include
hardware elements (e.g., circuitry, logic cores, registers,
etc.) for processing data configured to facilitate operation of
the various components of the vehicle.

In an embodiment, the storage device 104 may be a
portable USB drive that receives a storage medium 114
containing chain(s) of parts tables 116 of part numbers in a
linked list which maps calibration part numbers identified in
the electronic control units 102 to any subsequently-issued
calibration part numbers. The subsequently-issued calibra-
tion part numbers reflect an index to the updates to calibra-
tion data files 118, which are stored in a database of the
storage medium 114.

The storage device 104 may include a USB cable 110 that
communicatively couples the storage device 104 to a USB
port 112 of the bus 106. In an alternative embodiment, the
storage device 104 may be integral to the vehicle, e.g., at the
time of manufacture. In a further embodiment, the calibra-
tion information described herein may be supplied using
off-board retrieval, e.g., through a wireless network, such as
Wifi or Bluetooth connections between the vehicle and the
information source.

Turning now to FIG. 2, a process for calibration updates
in a vehicle network will now be described in an embodi-
ment.

At step 202, a trigger event occurs indicating a calibration
update may be required. The trigger event is configured to
initiate a check for updates to calibration data files for the
electronic control units. The trigger event may occur based
on various actions. For example, a first trigger event (1)
occurs when a user updates existing application software, a
second trigger event (2) occurs when a user inserts a storage
media (e.g., USB) with chain(s) of parts tables 116 and
calibration data into a drive, and a third trigger (3) occurs
when the electronic control unit, upon post-reset or self-test
determines that application software and at least one cali-
bration is not compatible.

At step 204, the ECU logic 108 iterates through calibra-
tion part numbers present in an electronic control unit 102,
which are stored in a corresponding memory device 109.
The logic 108 accesses the chain of parts table in the storage
medium 114, in response to iterating through the calibration
part numbers. As indicated above, the chain of parts table
maps calibration part numbers to any subsequently-issued
calibration part numbers. In one embodiment, this process
may include selecting a row in the chain of parts table 116
present in the storage device 104 to determine if a newer
calibration exists. Using the identified calibration part num-
ber as key, each row in the chain of parts table 116 is
examined to determine if the head or any intermediate link
matches the identified calibration part number.

If there is a match at step 206, the logic determines
whether the identified calibration part number is the same as
the tail of the link at step 208. If so, then the current
calibration is the latest. In this instance, no calibration is
required at step 210. If, however, there is a match (step 208),
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but it is not the tail (e.g., the match is an intermediate link
or head), then the calibration part number in the tail reflects
the latest calibration, and the ECU flags that calibration at
step 212 for updating and saves this part number. A tail link
may list more than one calibration part number, indicating
replacement and addition.

At step 214, the logic 108 retrieves the new calibrations
(e.g., calibration data files) for the new calibration part
number from the calibration data files database 118 present
in the storage device 104, and applies the new calibrations.

Returning now to step 206, if no match is found, but the
trigger event is (2) in step 216, the calibration is up-to-date
and it is determined that no calibration is needed at step 218.
If at step 216, if the trigger is not (2) (i.e., the trigger is (1)
or (3)), the electronic control unit will indicate a self-test
error and send a message to the user suggesting the user take
the vehicle to a dealer at step 220. The message may be
delivered to the user using any communication means, €.g.,
through a communication interface in the vehicle.

The chain of parts table 116 and the calibration data files
118 may include a digital signature used to verify the
authenticity (e.g., to verify a source) of the table 116 and
data files 118.

Calibration part numbers for a particular electronic con-
trol unit 102 are stored in Table 1 (which corresponds to the
calibration bundles 111 in FIG. 1). Table 2 (which corre-
sponds to table 116 in FIG. 1) lists chain of calibration parts
for all of the electronic control units in a vehicle. The chain
of calibration parts table 116 is an array of linked lists, where
the head of a list represents the original calibration part
number and the tail of the list represents the latest calibration
part number. The logic 108 is configured to verify the digital
signature of the calibration data files found in Table 3 (which
corresponds to the calibration data files 118 in FIG. 1). The
digital signature is used to authenticate source of the cali-
bration data, in the absence of a server connection. As shown
below, e.g., calibration part number PN[1] is found in Table
2 and is mapped to new part calibration number PN12. In
addition, PN[2] is found in Table 2 and is mapped to new
calibration part number PN21. Finally, PN[y]| is found in
Table 2 and is mapped to new calibration part number
PNm3. Similar to the Table 2 described above, the logic 108
is configured to verify the signature of the information
stored in Table 3. Once the calibration information is iden-
tified for the new calibration part numbers, the electronic
control unit is then updated with the calibration data files
from the Table 3.

TABLE 1

PN[1]
PN[2]
PN[y]

TABLE 2

Bundle

COP [PN1] --- PN12
COP [PN2] --- PN21
COP [PNm] --- PNm3
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6
TABLE 3

Calibration Archive Bundle

Calibration Archive 1 PNxy
Calibration Archive 2 PNpq
Calibration Archive n PNzz

Technical effects of the embodiments provide electronic
control unit calibration in a vehicle network. The vehicle
calibration functions utilize resources provided in local
storage so that a vehicle owner need not visit a dealership in
order to update calibration data files for the vehicle.

As described above, the invention may be embodied in the
form of computer implemented processes and apparatuses
for practicing those processes. Embodiments of the inven-
tion may also be embodied in the form of computer program
code containing instructions embodied in tangible media,
such as floppy diskettes, CD-ROMs, hard drives, or any
other computer readable storage medium, wherein, when the
computer program code is loaded into and executed by a
computer, the computer becomes an apparatus for practicing
the invention. An embodiment of the invention can also be
embodied in the form of computer program code, for
example, whether stored in a storage medium, loaded into
and/or executed by a computer, or transmitted over some
transmission medium, such as over electrical wiring or
cabling, through fiber optics, or via electromagnetic radia-
tion, wherein, when the computer program code is loaded
into and executed by a computer, the computer becomes an
apparatus for practicing the invention. When implemented
on a general-purpose microprocessor, the computer program
code segments configure the microprocessor to create spe-
cific logic circuits.

While the invention has been described with reference to
exemplary embodiments, it will be understood by those
skilled in the art that various changes may be made and
equivalents may be substituted for elements thereof without
departing from the scope of the invention. In addition, many
modifications may be made to adapt a particular situation or
material to the teachings of the invention without departing
from the essential scope thereof. Therefore, it is intended
that the invention not be limited to the particular embodi-
ments disclosed, but that the invention will include all
embodiments falling within the scope of the present appli-
cation.

What is claimed is:

1. A method, comprising:

determining, by a computer processor in a vehicle, a
trigger event configured to initiate a check for updates
to calibration data files of an electronic control unit of
the vehicle, wherein the trigger event occurs in
response to one of the user updating a software appli-
cation associated with the electronic control unit, the
user inserting a storage device into a storage drive of
the vehicle, and upon a post-reset or self-test the
determination an application is not compatible with at
least one calibration;

iterating through and identifying calibration part numbers
present in the electronic control unit;

accessing, from the storage device in communication with
the vehicle, in response to the iterating, a chain of parts
table in a linked list that maps calibration part numbers
identified in the electronic control unit to any subse-
quently-issued calibration part numbers, the subse-
quently-issued calibration part numbers reflecting an
index to the updates to the calibration data files;
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searching the chain of parts table using the calibration part
numbers identified in the electronic control unit to
determine a corresponding subsequently-issued cali-
bration part number;

selecting one of the updates to the calibration data files
using the subsequently-issued calibration part number
from the memory device; and

updating the electronic control unit with the one of the
updates to the calibration data files.

2. The method of claim 1, further comprising:

verifying a digital signature of the chain of parts table and
the calibration data file prior to the accessing.

3. The method of claim 1, wherein the linked list, con-
taining an original calibration part number followed by all of
the subsequently-issued calibration part numbers that each
represent a revision and update to the original calibration
part number, includes:

a first calibration part number representing either the
original part number or one of the subsequently-issued
calibration part numbers in the linked list; and

a second calibration part number that is linked in con-
secutive order to the first calibration part number.

4. The method of claim 3, wherein the check for the
updates is determined in response to one of the calibration
part numbers identified for the electronic control unit
matches the first calibration part number.

5. The method of claim 3, wherein no calibration update
is performed when none of the calibration part numbers
identified for the electronic control unit has the correspond-
ing second calibration part number.

6. The method of claim 3 further comprising sending a
message to a user to contact a vehicle dealer when the trigger
event occurs in response to the user updating a software
application associated with the electronic control unit, or
upon a post-reset or self-test the determination an applica-
tion is not compatible with at least one calibration, and in
response to none of the calibration part numbers identified
for the electronic control unit has the corresponding second
calibration part number.

7. The method of claim 6 further comprising performing
no calibration update in response to none of the calibration
part numbers identified for the electronic control unit having
the corresponding second calibration part number, and in
response to the trigger even occurring in response to the user
inserting a storage device into a storage drive of the vehicle.

8. The method of claim 1, wherein the computer processor
resides in the electronic control unit.

9. A system, comprising:

an electronic control unit disposed in a vehicle;

a computer processor communicatively coupled to the
electronic control unit; and

logic executable by the computer processor, the logic
configured to implement a method, the method com-
prising:

determining a trigger event configured to initiate a check
for updates to calibration data files of the electronic
control unit, wherein the trigger event occurs in
response to one of the user updating a software appli-
cation associated with the electronic control unit, the
user inserting a storage device into a storage drive of
the vehicle, and upon a post-reset or self-test the
determination an application is not compatible with at
least one calibration;

iterating through and identifying calibration part numbers
present in the electronic control unit;

accessing, from the storage device in communication with
the vehicle, in response to the iterating, a chain of parts
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table in a linked list that maps calibration part numbers
identified in the electronic control unit to any subse-
quently-issued calibration part numbers, the subse-
quently-issued calibration part numbers reflecting an
index to the updates to the calibration data files;

searching the chain of parts table using the calibration part
numbers identified in the electronic control unit to
determine a corresponding subsequently-issued cali-
bration part number;

selecting one of the updates to the calibration data files
using the subsequently-issued calibration part number
from the memory device; and

updating the electronic control unit with the one of the
updates to the calibration data files.

10. The system of claim 9, wherein the logic is further

configured to implement:

verifying a digital signature of the chain of parts table and
the calibration data file prior to the accessing.

11. The system of claim 9, wherein the linked list,
containing an original calibration part number followed by
all of the subsequently-issued calibration part numbers that
each represent a revision and update to the original calibra-
tion part number, includes:

a first calibration part number representing either the
original part number or one of the subsequently issued
calibration part numbers in the linked list; and

a second calibration part number that is linked in con-
secutive order to the first calibration part number.

12. The system of claim 11, wherein the check for the
updates is determined in response to one of the calibration
part numbers identified for the electronic control unit
matches the first calibration part number.

13. The system of claim 11, wherein no calibration update
is performed when none of the calibration part numbers
identified for the electronic control unit has the correspond-
ing second calibration part number.

14. The system of claim 11 wherein the method further
comprises sending a message to a user to contact a vehicle
dealer when the trigger event occurs in response to the user
updating a software application associated with the elec-
tronic control unit, or upon a post-reset or self-test the
determination an application is not compatible with at least
one calibration, and in response to none of the calibration
part numbers identified for the electronic control unit has the
corresponding second calibration part number.

15. The system of claim 14 wherein the method further
comprises performing no calibration update in response to
none of the calibration part numbers identified for the
electronic control unit having the corresponding second
calibration part number, and in response to the trigger even
occurring in response to the user inserting a storage device
into a storage drive of the vehicle.

16. The system of claim 9, wherein the computer proces-
sor resides in the electronic control unit.

17. A computer program product comprising a computer-
readable storage medium having program instructions
embodied thereon, wherein the computer-readable storage
medium is not a transitory signal, the program instructions
when executed by a computer processor disposed in a
vehicle, causes the computer processor to implement a
method, the method comprising:

determining a trigger event configured to initiate a check
for updates to calibration data files of an electronic
control unit of the vehicle, wherein the trigger event
occurs in response to one of the user updating a
software application associated with the electronic con-
trol unit, the user inserting a storage device into a



US 9,443,359 B2

9

storage drive of the vehicle, and upon a post-reset or
self-test the determination an application is not com-
patible with at least one calibration;

iterating through and identifying calibration part numbers
present in the electronic control unit;

accessing, from the storage device in communication with
the vehicle, in response to the iterating, a chain of parts
table in a linked list that maps calibration part numbers
identified in the electronic control unit to any subse-
quently-issued calibration part numbers, the subse-
quently-issued calibration part numbers reflecting an
index to the updates to the calibration data files;

searching the chain of parts table using the calibration part
numbers identified in the electronic control unit to
determine a corresponding subsequently-issued cali-
bration part number;

selecting one of the updates to the calibration data files
using the subsequently-issued calibration part number
from the memory device; and

updating the electronic control unit with the one of the
updates to the calibration data files.

18. The computer program product of claim 17, wherein

the linked list, containing an original calibration part number
followed by all of the subsequently-issued calibration part
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numbers that each represent a revision and update to the
original calibration part number, includes:

a first calibration part number representing either the
original part number or one of the subsequently-issued
calibration part numbers in the linked list; and

a second calibration part number that is linked in con-
secutive order to the first calibration part number.

19. The computer program product of claim 18 wherein
the method further comprises sending a message to a user to
contact a vehicle dealer when the trigger event occurs in
response to the user updating a software application asso-
ciated with the electronic control unit, or upon a post-reset
or self-test the determination an application is not compat-
ible with at least one calibration, and in response to none of
the calibration part numbers identified for the electronic
control unit has the corresponding second calibration part
number.

20. The computer program product of claim 19 wherein
the method further comprises performing no calibration
update in response to none of the calibration part numbers
identified for the electronic control unit having the corre-
sponding second calibration part number, and in response to
the trigger even occurring in response to the user inserting
a storage device into a storage drive of the vehicle.
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